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Executive Summary

With its rapid digital development, China becomes a leader in the area of digital
economy. Chinese Cybersecurity Law 2017, the core law which underlies data security
supervision and cybersecurity in the digital economy, was promulgated by the National

People’s Congress on 7 November 2016 and came into effect on 1 June 2017.

This research finds that China's cybersecurity law reflects the Chinese government's
efforts to assert sovereignty on the Internet. China aims to manage cyberspace by giving the
government the power to identify and control inappropriate behaviors in social network. To
understand China's cybersecurity law, we must consider China’s unique perspective towards
cybersecurity. The Chinese concept of cybersecurity has a wider scope compared to that of
Western version. In China, cybersecurity is achieved by regulating content on the Internet in
order to maintain political and social stability. In addition, the treatment of personal

information in this law reflects China's view on human rights.

Under China’s cybersecurity law, network service providers operating activities related
to critical infrastructure will be forced to take part in safeguarding cybersecurity. The issue of
collecting local information is considered another difficult duty for these network service
providers. It is unclear whether the measure will actually strengthen long-term cybersecurity.
Local data collection measures could put entrepreneur at risk of being spied by local
governments. Despite the law seeking to protect personal information, the government still

has the power to access them with the aim of protecting national security.

Although the form and content of relevant Thai laws were based on EU and US
models, there are insertions of content or features of Chinese models. Some Western
countries have also begun to follow some Chinese models due to concerns over security
threats, the technological competition between the superpowers, and cybersecurity.
Therefore, the line between the Cyber Paternalism model of China and the Cyber Commons
model of the Western world may not be clearly divided as in the past. Government

intervention in cyberspace becomes a matter of degree.

A key lesson for Thailand is not to choose between the Chinese Cyber Paternalism

model or the Western Cyber Commons model, but to strike a balance between the two



concepts through the appropriate mechanism and the design of the criteria or standards that

limit the use of unreasonable judgments of the state.

From geopolitical perspective, this study sheds light on the shift from the clear
consensus regarding the governance of cyberspace to two diverging models. Thai people in
the era of 4.0 should bear in mind that the connection to cyberspace always have a security
dimension. They may inevitably become part of the US platform or China’s in different issues
and technologies. The key point is to find the right balance between state security and liberal

values to insure cybersecurity while safeguarding freedom.
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Abstract

This research analyses important provisions of China’s cybersecurity law and
conducts comparative studies with the European and U.S. cybersecurity regulatory models, as
well as relevant Thai laws. The research finds that China’s law reflects the country’s assertion
of its internet sovereignty. The Chinese cybersecurity regulatory model becomes influential
on Thai laws regulating digital economy in Thailand 4.0 era. Despite the form and content of
relevant Thai laws attempting to follow the European and US models, some provisions also
reflect the Chinese model. Even the Western model itself also starts to converge with the
Chinese model on cyber sovereignty because of increasing national security concerns,

technological competition between superpowers, and cybersecurity risks.
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power-outage-was-a-cyber-attack-ukrenergo-idUSKBN1521BA.

! Shackelford, Scott, and Amanda Craig. 2014. "Beyond The New “Digital Divide”: Analyzing The Evolving
Role Of National Governments In Internet Governance And Enhancing Cyber-Security". Stanford Journal Of
International Law 50: 119, 144.
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> Australian Associated Press, "Chinese Cyber-Attack Launched On WA Government'. 2020. 9NEWS.
https://www.9news.com.au/national/chinese-cyberattack-blamed-for-hack-on-wa-government/f1de86d4-

67a6-498e-a95d-3624727a6856%#close.



1.2 aNWAUZVDINISIAUR

o w I [ 4 ] 1 [y} = %
n1snsgihsuluduauaiunialaues (Cyber threat) §o13uusnudnuugvenislaud 1a
W
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1.2.2 Active Attacks and Passive Attacks
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1.2.3 Inside Attacks and Outside Attacks
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doi:10.2139/ssrn.3365244.

1> Selby, John. 2017. "Data Localization Laws: Trade Barriers Or Legitimate Responses To Cybersecurity Risks,
Or Both?". International Journal Of Law And Information Technology 25 (3): 213, 231. doi:10.1093/ijlit/eax010.
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1.4.1 §11in Cyber Paternalism
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2 |ee, Jyh-An. 2014. '"The Red Storm In Uncharted Waters: China And International Cyber Security".
University Of Missouri-Kansas City Law Review 8 (4): 951, 953.

22 Shackelford, Scott J. 2013. "Toward Cyber Peace: Managing Cyber Attacks Through Polycentric
Governance". SSRN Electronic Journal 62 (5): 1281-1282.

% Shackelford, Scott J. "Toward Cyber Peace: Managing Cyber Attacks Through Polycentric Governance":
1283.

% Chander, Anupam. 2015. "Data Nationalism". Emory Law Journal 64 (3): 680.

# Chander, Anupam. "Data Nationalism": 680-681.

% Johnson, David R., and David G. Post. 1996. "Law And Borders - The Rise Of Law In Cyberspace". Stanford
Law Review 48: 1367, 1394.
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27 Zwart, Alexandra De. 2019. "Australia: Assistance And Access Act, December 2018 — Uncertainty Created
By New Rushed-In Data Encryption Laws". Privacy Matters.
https://blogs.dlapiper.com/privacymatters/australia-assistance-and-access-act-december-2018-holy-grail -
of-uncertainty-created-by-new-rushed-in-data-encryption-laws/.

218 Statt, Nick. 2018. "Apple Argues Stronger Encryption Will Thwart Criminals In Letter To Australian
Government". The Verge. https://www.theverge.com/2018/10/12/17971444/apple-iphone-stronger-

encryption-letter-australian-assistance-and-access-bill-2018.
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